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G A method for scrambling a digitally transmitted television signal.

@ The invention relates to a method for serambling
a digitally transmitted television signal which may
comprise several different programs and is transmit-
ted in a transmission channel in the form of digital
video data packets and the accompanying sound is
transmitted in the same transmission channel in the
form of digital audio data packets and possible other
data are transmitted in data packets. All packets are
transmitted as a combined signal in one transmis-
sion channel and it is essential that some of the data
packets related to a particular program are scram-
bled and some are transmitted without scrambling.
Then a signal received without descrambling can be
seen and heard but with a poor quality of image and
sound. A good image and sound quality can be
obtained only by attaching a descrambling device to
the receiver. In the various embodiments of the
invention, the video signal packets to be scrambled
are selected on the image area as the function of
time or place or both or in a seemingly random
fashion. In the various embodiments of the invention,
the audio signal packets to be scrambled are se-
lected periodically or in a seemingly random fashion.
The scrambling depth can be varied by varying the

proportion of the packets transmitted scrambled. The
scrambling is done separately for the audio and
video signals related to different programs transmit-
ted on the same transmission channel.
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The present invention relates to a method for
scrambling a digitally transmitted television signal
in which at least two different programs are trans-
mitted via the same transmission channel as digital
video data packets and the sound of the programs
is transmitted via the same transmission channel as
digital audio data packets.

Future digital television. systems enable simul-
laneous transmission of several programs via one
transmission channel. Then the signal transmitted
is in packet form and the transmission channel
alternately contains packets of audio and video
information of different programs. A video data
packet usually includes picture information for sev-
eral macro blocks that comprise 16 x 16 pixels. A
macro block can be further divided into smaller
piciure blocks, and one picture block may com-
prise. say. 8 x 8 pixels. It is also possible to
fransmit data packets along with the programs. An
examgle 1= the MPEG-2 (Motion Picture Experts
Group» whuh s a generic standard for a video
compressiot systemn enabling the transmission of a
television nape with a smaller number of bits than
what would L nceded it the television image were
digitized nt. tits directly. Figures 1a to 1f illustrate
the packet ctructure of the digital signal complying
with the MPEG-2 standard. Figure 1a shows the
highest-level packet structure of the transmitted
signal at the transmission layer, where the packet
structure enables simultaneous transmission of
several programs on one transmission channel as
the signal is divided inlo packets transmitted suc-
cessively in lime, each packet containing a header
and the data part of the packet (TP, Transport
Packet). in Figure t1a the first four blocks TP1 to
TP4 include information related to program #1 and
the fifth block TPS5 information related to another
program #2. Figure 1b shows the three main parts
of a packet: the header, the adaptation field, and
the PES (Program Elementary Stream) packet it-
self, ie. thc payload. A packet comprises 188
bytes. Figure 1c shows in more detail the bytes
included in the header and Figure 1d shows in
more detail the bytes included in the adaptation
field. Use of the adaptation field is optional. Figure
1e shows the bytes included in the PES packet
and Figure 1f shows the bytes included in the PES
header exluding the stuffing byte. The ISO/EC
13818 standard describes the MPEG-2 standard in
more detail.

An example of video signal source coding is
the MPEG-2 algorithm based on the use of discrete
cosine transform (DCT). motion compensation, and
variable length encoding. Some of the images in-
cluded in the signal are encoded using only in-
formation internal to the image (intracoded, or, |
images). Other images can be encoded using in-
formation included in the intracoded images. Only
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the motion vectors and prediction error are sent to
the other images encoded. These images are de-
coded in a receiver from the intracoded images
using the motion vectors, and the result is im-
proved with the prediction error. Images predicted
forward in time from | images are called P images.
It is also possible to predict P images from the
previous P image. The images between successive
I and P images are so-called B images and they
are predicted on the basis of the nearest preceding
and nearest following P or | image. Figure 2 illus-
trates the prediction alternatives for B and P im-
ages appearing in an image sequence, where an
arrow or arrows pointing to a particular image show
the image on the basis of which said particular
image can be predicted.

Compressive encoding makes the signal more
susceptible to transmission errors. Therefore, re-
ceivers usually include error concealment features,
which means that an attempt is made to hide the
effect of errors detected in the transmission of the
signal. Errors may be detected either in connection
with channel decoding or inside the decoder.

Use of variable length code words in the cod-
ing results in that after a transmission error a
receiver is unable to correctly decode the. error-free
bit stream following the error since the receiver
lacks knowledge of where the next code word
starts and how many code words were lost be-
cause of the error. That is why the bit stream
includes certain reserved code words, start codes,
to which the receiver can synchronize itself after a
transmission error. In the proposed MPEG-2 stan-
dard, for example, the smallest entity to which a
receiver may be synchronized after a transmission
error is a slice. A slice means part of an image
formed of a number of adjacent macro blocks. A
slice may start from the beginning of an arbitrary
macro block and continue up to the right border of
the image. If the screen has 720 pixels horizontally,
then the maximum length of a slice is 45 macro
blocks. Therefore, after a transmission error, a re-
ceiver can correctly decode picture information
only from the beginning of the next slice. Then the
transmission error will typically appear in the image
as a horizontal strip which has the height of a slice.
The picture information corresponding to that strip
is lost.

A receiver may attempt to correct the informa-
tion in erroneous video packets by replacing said
part of the image on the basis of the previous
correctly decoded image, possibly using motion
vectors.

The information in erroneous audio packets can
be corrected by muting the receiver for the dura-
tion of the erroneous information.

Television system operators often want to im-
plement a so-called pay television system, in which
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signal reception is allowed only for those viewers
who specifically pay for the reception of a particu-
lar program. To that end, the signal is scrambled
before transmission and the viewers who are pay-
ing for the service have a descrambling device
attached to their receivers. The scrambling of a
program is performed by adding in the transmis-
sion end a device that scrambles the signal using
an encryption key. The signal is unscrambled in or
prior to the receiver with a special descrambling
device or module. Unscrambling can be done only
if a receiver is provided with the information neces-
sary for the unscrambling, ie. the decryption keys.

Present scrambling methods used mainly in
pay television applications are based on the scram-
bling of an analog video signal. These methods
cannot be directly applied in future digital systems
and they do not utilize the special teatures of
digital transmission described above.

Pay television operators aim at a scrambling
method that will provide a paying customer with a
high-quality picture and sound, in other words, the
scrambling may not spoil the program transmitted.
It 1s also advantageous from an operator's point of
view' that a scrambled program can be viewed
without descrambling but with a poor picture and/or
sound quality. Then the quality of the picture and
sound should be good enough for a viewer to get
an-idea of the programs provided by an operator
but, on the other hand, poor enough so that the
programs .cannot be watched. Thus, a scrambled
program is a way of advertising an operator's ser-
vice lo lhose viewers of the network who have not
paid for the operator's services.

It is an object of the present invention to imple-
ment the scrambling of a digitally transmitted tele-
vision signal in such a way that the picture and
sound quality are good enough for a viewer to get
an idea of the programs provided by an operator,
but, on thc other hand, poor enough so that the
programs cannot be watched. The present inven-
tion proposes a scrambling method simple to im-
plement and explain. Despite the simplicity of the
method unauthorized descrambling is impossible.
The implemention of the scrambling requires no
complex algorithm.

It is characteristic of the present invention that
some of the transmitted data packets related to a
particular program are scrambled and some of the
transmitted data packets are not scrambled.

The present invention utilizes the packet form
of the signal transmitted. Then the scrambling and
descrambling are easy to implement and the
scrambling depth can be varied. This means that it
is possible to have a picture that can be viewed
and listened to without descrambling but with a
poor quality of the image and/or sound. However,
the quality of the image/sound is good enough for
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" a viewer to get an idea of the programs provided. It

is also possible to have complete scrambling, in
which case the program cannot be decoded with-
out descrambling. The packet structure of a signal
transmitted in packet form does not have to be
opened for the scrambling and the scrambling
depth for the signal can be varied by varying the
proportion of the scrambled packets in the signal
transmitted. In the MPEG-2 system, presented here
as an example, it is possible to apply packet
scrambling according to the invention e.g. to a
highest-level packet, shown in Figure 1b, or to a
PES packet, shown in Figure 1e.

Scrambling can be performed selectively for
one or more programs transmitted simultaneously
on a transmission channel and for the audio and/or
video signal using encryption keys specific to each
program.

The method according to the invention also
makes it possible to control the quality of the
scrambled picture and sound by adjusting the
scrambling depth. The higher the number of pack-
ets scrambled, the poorer the quality of the picture
and sound in receivers without descrambling. Se-
lection of packets to be scrambled can be done in
many ways. In order for the characteristics of a
signal received without descrambling to be control-
lable, the methods should take into account a re-
celver's ability to hide packets that have been
recognized erroneous (error concealment).

Various embodiments and details of the inven-
tion are described below with reference to the
enclosed drawings, in which

Figure 1a illustrates the packet transmission
of a combined digital signal com-
plying with the MPEG-2 standard
containing video, audio, and data
information and the packet struc-
ture at the highest transmission
level,
shows the main parts of a packet
at the highest level of the MPEG-2
standard,
shows the detailed structure of the
header part of a packet at the
highest level of the MPEG-2 stan-
dard,
shows the detailed structure of the
application field part of a packet at
the highest level of the MPEG-2
standard,
shows the detailed structure of the
PES packet part of a packet at the
highest level of the MPEG-2 stan-
dard,
shows the detailed structure of the
PES header in the PES packet
shown in Figure 1e, exluding the

Figure 1b

Figure 1¢c

Figure 1d

Figure 1e

Figure 1f
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stuffing byte. unscrambled. as shown in Figure 4. The packets
Figure 2 illustrates the image prediction are of variable lengths and usually contain the
and prediction order used in im- information of several macro blocks (16 x 16 pix-
age coding according to the ols). Another alternative is to select for scrambling
MPEG-2 standard, 5 packets in a certain horizontal location in the pic-
Figure 3 shows a television image scram- ture, if the packets used comprise only part of the
bled according to an embodiment 16 lines. Then it is likely that the picture informa-
of the invention, tion of an image received without descrambling will
Figure 4 shows a television image scram- also be lost for the part of of the picture that
bled according to another embodi- 10 extends from the scrambling location to the right
ment of the invention, edge of the picture. This is due to the lost synchro-
Figure 5 shows a television image scram- nization, as described in connection with the de-
bled according to yet another em- scription of the compressive coding according to
bodiment of the invention, the MPEG-2 standard. This type of scrambling is
Figure 6 shows a television image scram- 15  illustrated in Figure 5, in which "S" refers to a
bled randomly according to the in- scrambled packet and "L" refers to said picture
vention, information to the right of a scrambled packet,
Figure 7 shows a television image se- which also will be lost. The proportion and location
quence scrambled according to an of the non-scrambled image can be varied freely,
embodiment of the invention, 20 thus controlling the scrambling depth. When
Figure 8 shows a television image se- scrambling variable length packets it is possible to
quence scrambled according to make the whole strip erroneous (in a receiver un-
another embodiment of the inven- capable of descrambling) by scrambling one pack-
tion, et of the strip only. This can be done by scram-
Figure 9 shows in the form of a block dia- 25 bling the packet in the beginning of the strip. Then,
gram an example of how a scram- even if the packet did not comprise the whole strip,
bling and descrambling block ac- the picture information of the whole strip will be
cording to the invention can be lost since one error prevents the decoding of the
included in a digital television sys- rest of the .strip. In a receiver without a descram-
tem, 30 bler and decryption keys the error concealment
Figure 10 shows a block diagram of a device function of the receiver is unable to compensate for
performing the scrambling accord- the missing scrambled signal, except perhaps in a
ing to the invention, and narrow zone at the border of the scrambled and
Figure 11 shows a block diagram of a device non-scrambled image, since there is no correct
performing the descrambling ac- 35 information on the scrambled picture area in the
cording to the invention. receiver. f a receiver receives scrambled packets
Figures 1a to tf and 2 illustrating prior art were which it is not allowed to descramble, the descram-
described above. The invention is described below bling block rejects these packets and they will
with reference to Figures 3 to 11. appear as missing packets in the video decoding
In the first embodiment of the invention a video 40 block. Then the video decoder tries to correct the

signal is scrambled as follows. Packets (quantity errors caused by the missing packets.
and location) to be scrambled are selected in a In the second embodiment of the invention
predstermined manner, e.g. so that part of an im- transmitted video packets are scrambled at random
age, ie. a certain number of packets, is transmitted intervals, as shown in Figure 6. in practice, packets
non-scrambled, and the rest of the video signal 45  are selected according to an algorithm known to
packets are scrambled. This is accomplished by the scrambling block of the transmitter. In the de-
determining the location in a picture of a video scrambling block of a receiver, the scrambled
packet arriving in the scrambling block and then blocks can be distinguished from the non-scram-
deciding whether to scramble it or not. The non- bled ones if the key set of the receiver includes the
scrambled part of the signal may be, for example, so  keys of the selection algorithm used. It is not
a strip in the upper part of the picture with the necessary to have the key set and, hence, the keys
height of a quarter of the height of the whole of a selection algorithm, in the receiver, since the
picture, as shown in Figure 3, where the diagonally information about whether a packet is.scrambled or
lineated blocks represent scrambled packets. Alter- notis sent to the receiver via the control bits in the
natively, the scrambling of the packets can be 55  packet. In a highest-level packet, ie. the TS packet,

performed so that a predetermined number of
packets are scrambled at predetermined intervals
and a predetermined number of packets are left

the information about the scrambling of the TS
packet is sent to the receiver via the scrambling
control bits of the TS packet (cf. Figure 1c,
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SCRMBL CTRL). Correspondingly, a PES packet
includes control bits to inform a receiver about the
scrambling. Therefore, there is no need for a sepa-
rate algorithm in the receiver. Scrambling depth
can be controlled by varying the proportion of
scrambled and non-scrambled packets. in a picture
received without descrambling, information in a
scrambled packet will be lost; in addition, due to
variable length encoding, also information in the
following non-scrambled packets will be lost until
there comes in the bit stream the next point to
which the receiver can be synchronized. Hence,
there will appear in an image received without
descrambling horizontal strips where the picture
information is lost. These strips have the height of
one slice and start at random locations in the
picture and extend toward the right edge of the
picture. The error concealment function of a re-
ceiver can partially compensate for the missing
information. Since, however, in this embodiment
the scrambling is applied to the whole picture area,
a sufficient scrambling can be achieved by adjust-
ing the scrambling depth. This method can also be
used for selecting audio packets to be scrambled.

{4n the third embodiment of the invention, the
scrambled part of the video signal is selected time-
wise, ie. by selecting certain images from the im-
age:sequence and scrambling all packets related to
those images, as shown in Figure 7. Scrambling
depth can be adjusted according to the type of
images scrambled and to the intervals between
scrambled and non-scrambled images in the image
sequence. The most efficient scrambling is
achieved by scrambling the intra-type images since
they are used for computing all the other images. If
the intra-images are scrambled in full, nothing can
be decoded without the decryption keys. Scram-
bling of predicted images will result in a moderate
scrambling since these images are used for com-
puting only the interpolated images. Scrambling of
interpolated images, ie. B and P images, will result
in a light scrambling since these images are not
used for computing other images. It is possible, for
example, to transmit alternately sequences of
scrambled and non-scrambled images or to trans-
mit only the major part of the intracoded images
scrambled. The alternation between scrambled and
non-scrambled images can be chosen freely, there-
by selecting different scrambling depths. A pro-
gram received without descrambling will flicker on
the receiver screen as the non-scrambled images
appear sharp, but the reception of scrambled im-
ages will rapidly deteriorate the quality of the pic-
ture on the receiver screen. As this kind of flicker-
ing is particularly annoying for a viewer, it is easy
to accomplish a sufficient scrambling.

In the fourth embodiment of the invention, the
scrambled area is selected from the image se-
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quence as the function of both time and place, as
shown in Figure 8. Then, in a program received
without descrambling there can be seen a non-
scrambled area that moves around in the picture
smoothly or by jumps, for example.

In the fifth embodiment of the invention, the
inventive method of scrambling some of the pack-
ets transmitted is applied to the scrambling of
audio packets. f we assume that packets TP1 to
TP5 shown in Figure 1a are audio packets, then
some of those consecutive audio packets are
scrambled at predetermined intervals or at random
intervals. Then an audio signal received without
descrambling will sound fragmentary since the re-
ceiver will at times be muted because of the miss-
ing audio packets in the audio signal decoding.

Figure 9 shows an example of how a scram-
bling and descrambling block according to the in-
vention can be arranged in a television system.
Blocks 1 to 8 are located at the transmit end (e.g..
in a transmitter) and blocks 10 to 17 in the receive
end (e.g. in a receiver). The video, audio, and data
signals are source coded separately in blocks 1, 2,
and 3. In biock 4, the encoded signals are arranged
into digital packets. In block 5, the audio and video
signals are separately scrambled according to the
invention. In block 6, the audio, video, and data
signals related to a program are muitiplexed to-
gether and, in block 7, several programs are mul-
tiplexed into one bit stream. Thus, there can be
several parallel entities formed by blocks 1 to 6, ie.
one entity per program, and these entities are
multiplexed together in a program multiplexer 7 to
be transmitted on the same transmission channel
9. In block 8, the resulting digital signal is channel
encoded and modulated and sent to the transmis-
sion channel proper, represented by block 9, which
can be, for example, a television cable network,
satellite link or an antenna link between the trans-
mitter and receiver. In block 10, the signal from the
transmission channel is demodulated and channel
decoded. In block 11, ie. in the program demul-
tiplexer, the desired program is selected from the
programs included in the bit stream for the appro-
priate channel and, in block 12, the audio, video,
and data signals are demultiplexed into their re-
spective branches. The descrambling according to
the invention is carried out in block 13. The depac-
ketization is performed in block 14, ie. the packets
are converted into video, audio, and data bit
streams, and the video, audio, and data signals are
decoded separately in blocks 15 to 17.

Figure 10 illustrates in the form of a block
diagram an example of the implementation of an
apparatus (block 5 in Figure 9) performing the
scrambling. In addition to the audio/video signal the
packets arriving in the scrambling block also in-
clude information on the location of each packst in
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the signal. In the scrambling decision and selection
block 21, it is decided whether a packet will be
scrambled or not. The decision is based on the
information on the location of the arriving packet in
the signal and on the selection method used. It is
possible to use several different methods for the
selection of packets; these methods will be further
described later in this document. The information
on the selection method used is obtained from the
key set, is. block 22, which includes the encryption
keys. These keys will show which packets will be
scrambled and how the scrambling is to be imple-
mented. Alternatively, the scrambling information is
included in the packet control bits, in which case
the key set 22 is not needed. In block 23, the
packet contents are scrambled, for which the key
set 22 provides the encryption keys. The scram-
bting method may be any known scrambling meth-
od for a digital signal. A digital signal may be
scrambled e.g. by inverting the bits: zeroes to ones
and vice versa. This can be done with an exclusive
OR function, for example. Multiplexer 24 decides
on the basis of the decision made in block 21
whether an arriving packet is sent forward scram-
bled or non-scrambled, ie. whether the scrambled
packet brought to the input 25 of the multiplexer or
the non-scrambled packet brought to the other
input 26 of the multiplexer is taken to the mul-
tiplexer output. This selection can as well be car-
ried out in block 23, in which case a separate
selection block 24 is not needed. The scrambling
ol transmilted packets at random intervals illus-
Iratled as the second embodiment of the invention
can be implemented e.g. by having a random num-
ber generator in the scrambling decision and selec-
tion block 21 and a seed for the random number
generator in the key set 22.

Figure 11 is a block diagram illustrating an
exampie of the implementation of a descrambling
device (block 13 in Figure 9). The packet detector
31 identifics the location of an arriving packet and
on the basis of that information and the key ob-
tained from the key set 32 determines whether the
arriving packet is scrambled or not. The scrambled
packets are descrambled in block 33 into which are
brought for the descrambling the encryption keys
from the key set 32. Multiplexer 34 determines on
the basis of the decision made by the packet
detector whether the arrived packet is let through
as such (packets transmitted non-scrambled, which
are brought to multiplexer input 36) or descrambled
(packets transmitted scrambled, which are brought
to muttiplexer input 35). This selection can also be
implemented inside block 33, in which case there
is no need for a separate multiplexer 34. If the
receiver is not allowed to descramble a packet, the
packet will be rejected. Correspondingly, the de-
scrambling of transmitted packets scrambled at
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random intervals illustrated as the second embodi-
ment of the invention can be implemented e.g. by
having a random number generator in the packet
identification block 31 and, in the key set 32, the
same seed as in the key set of the scrambling
block. Then the output of the random number gen-
erator in the packet identification block 31 will
contain the same sequence and numbers as the
decision and selection block 21 and the packet
identification block 31 will know when a scrambled
packet is coming. Altenatively, the packet iden-
tification block 31 will know on the basis of the
control bits in an arriving packet whether the pack-
et is scrambled or not, in which case the key set
32 is not needed.

Although the invention is described above as-
suming that scrambled video packets are detected
in the receiver, and a receiver which is not allowed
to descramble scrambled packets rejects the
scrambled packets, the invention is not limited to
that particular case. The method of the invention is
applicable also when receivers that are not allowed
to descramble the scrambled packets do not rec-
ognize the packets as scrambled. Then the scram-
bling of the signal is in fact even more effective
than in the case described above since a decoder
will handle the information in the scrambled pack-
ets as if it were error-free. However, in practice
video and audio decoders will often recognize the
scrambled information as erroneous as the scram-
bling and variable length encoding will result in
internal error conditions in audio and video decod-
ers. When detecting such an error condition a
decoder will recognize the arriving information as
erroneous and start using the error concealment
features of the decoder.

Claims

1. A method for scrambling a digitally transmitted
television signal in which at least two programs
are transmitted via the same transmission
channel (9) as digital video data packets and
the sound accompanying the programs is
transmitted via the same transmission channel
(9) as digital audio data packets, character-
ized in that some of the transmitted data pack-
ets related to a particular program which are to
be transmitted are scrambled and some are
transmitted non-scrambled.

2. The method of claim 1, characterized in that
a receiver receiving the data packets will hide
at least some of the errors detected in the
transmission of the data packets.

3. The method of claim 1, characterized in that
a predetermined number of consecutive video
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data packets of a television image are trans-
mitted non-scrambled and the rest of the video
data packets of the television image are
scrambled.

The method of claim 1, characterized in that
randomly selected video data packets of a
television image are transmitted scrambled
and the rest of the video data packets of the
television image are transmitted non-scram-
bled.

The method of claim 1, characterized in that
a television image sequence is scrambled by
scrambling the video data packets of predeter-
mined television images.

The method of claim 5, characterized in that
a television image sequence is scrambled by
scrambling at least some of the video data
packets of the intracoded images.

The method of claim 1, characterized in that
a television image sequence is scrambled by

. scrambling predetermined video data packets

« of predetermined television images.

- The method of claim 1, characterized in that

+a television image sequence is scrambled by
randomly scrambling video data packets of
randomly selected television images.

The method of claim 1, characterized in that
the video data packets related to predeter-
mined parts of a television image are transmit-
ted non-scrambled.

The method of any one of the preceding
claims, characterized in that the sound of the
television transmission is scrambled by scram-
bling some of the audio data packets transmit-
ted.

The method of any one of the preceding
claims, characterized in that the television
transmission comprises, in addition to the vid-
eo and audio data packets, other data packets
some of which are transmitted scrambled and
some nan-scrambled.

. The method of any one of the preceding
claims, characterized in that the television
transmission comprises at least two different
programs the data packets of which are trans-
mitted interlaced.

. A television transmitter comprising in parallel
branches encoding means (1, 2, 3) for a video,

10

15

20

25

30

35

45

50

55

14.

15.

16.

C

12

audio, and data signal and packetizing means
(4) to transmit each of the signals in data
packets, with all branches combined by a mul-
tiplexer (6) and with the video data packets,
audio data packets, and other data packets
brought to the separate inputs of said mul-
tiplexer the combined output of which will yield
a packet-form digital television image signal
containing packets related to at least two dif-
ferent program transmissions, characterized
in that each branch includes after the pac-
ketizing means (4) packet scrambling means
(5) for the scrambling of some of the packets
related to a particular program.

The television transmitter of claim 13, char-
acterized in that the packet scrambling means
(5) comprise a scrambling block (23) for the
reception and scrambling of a packet, a scram-
bling decision and selection block (21) for the
reception of a packet, connected in parallel to
the input of the scrambling block (23), in which
a decision is made about the scrambling of a
packset and information about the decision is
then taken to the packet scrambling block (23),
and an encryption key set (22) containing in-
formation about the packets to be scrambled
and the scrambling method, which informs the
scrambling decision and selection block (21)
about the packets to be scrambled and gives
the encryption keys to the scrambling block
(23).

A television receiver for the reception of digital
television image signal transmitted in packet
form, comprising a demultiplexer (12) to sepa-
rate video packets, audio packets, and other
data packets from packetized television image
signal to respective branches, each of which
comprises depacketizing means (14) and de-
coding means (15, 16, 17) for video, audio, and
data signals, characterized in that thers are in
each branch before the depacketizing means
(14) descrambling means (13) for identifying
packets related to a particular program and for
identifying the scrambled and non-scrambled
packets related to the same transmission of
the same program and for descrambling the
scrambled packets.

The receiver of claim 15, characterized in
that the descrambling means (13) comprise a
descrambling block (33) for the reception and
descrambling of a packet, a decryption key set
(32) comprising the decryption keys with which
the descrambling block (33) descrambles a
scrambled packet, and a packet identification
block (31) connected in parallel to the input of



C

13 EP 0 674 441 At

the descrambling block (33), which identifies
the location of a packet and determines on the
basis of the location and the decryption key
read from the decryption key set (32). whether
a received packet is scrambled or not, and
sends that identification information to the de-
scrambling block (33).
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